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Configuring Social Connect: Sign-in With Microsoft

Overview
This is an administrative guide on how to configure Sign-in with Microsoft in the Social Connect Module.

Once this has been configured, users can connect their account with their Microsoft Account allowing them to log in to the system simply by clicking the
"Sign-in with Microsoft" button from the Login screen.

Username

Password

» &

Remember Me Forgot your password?

H& Sign-in With Microsoft

Powered by Claromentis Digital Workplace

1. Register an app on Microsoft Azure Portal

Log in to Azure Portal as a user that has admin privileges from your organisation to register a new app

https://portal.azure.com/

Under Azure services click "App registrations”
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Click on New Registration
Application Name: Claromentis Social Connect for {Your intranet name}
Supported account type:

For wider compatibility select "Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g.
Skype, Xbox)"

Alternatively, apply the appropriate account type to suit your organisation.
Redirect URI

Select a platform: Web

https://{your-intranet-url}/socialconnect/live/callback

Replace {your-intranet-url} with the actual URL of your intranet

Microsoft Azure S Search resources, services, and docs (G+/)

Home > App registrations >

Register an application

*Name

The user-facing display name for this application (this can be changed later).

Sign-in with Microsoft for Company Intranet ~

Supported account types

Who can use this application or access this API?
O Accounts in this organizational directory only (Claromentis Ltd only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

@ Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web | [ https//codedevelaramentis.comysacialconnect/live/callback ¥

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies 7

2. Creating a client secret

Navigate to "Certificates & secret” tab on the left and click on New Client secret to create a new secret



Home > App registrations > Claromentis Social Connect for Demo Intranet

& Claromentis Social Connect for Demo Intranet | Certificates 8 secrets = x
B Overview
& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an
HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
# Integration assistant
X Diagnose and solve prablems .

@ Application registration certificates, secrets and federated credentials
v Manage
= Branding & properties

Certificates {0) ~ Client secrets (0) ~ Federated credentials (0)

2 Authentication

Certificates & secrets

11! Token configuration

A secret string that the application uses to prove its identity when req

o+ APIpermissions

Description

Expires.
@ Expose an API
No client secrets have been created for this application

App roles

& Owners

L. Roles and administrators
[ Manifest

> Support + Troubleshooting

Enter the description and set how long the secret w

Value ©

can be found in the tabs below.

uesting a token. Also can be referred to s application password.

Secret ID

ill expire.

Please note that you need to create a new secret when it's expired to ensure Sign-in with Microsoft continues to work.

3. Copy Client ID and Client Secret to Claromentis

Client ID: Get it from Application (Client ID)

o Admin
Social Connect

Social networks integration to let users log in with their social accounts

Social Connect adds social login buttons on the login page allowing users to log-in with thier social accounts.

© The

network providers

requires API (Applicati Interface) with the following social

G Google ' Enable ‘
O Facebook [ Enable ‘

M Windows Live ¥ Enable

@ Getting Started with Windows Live

Client ID Too— —— —50a202
Client Secret K_68**++Edsg
W Twitter | Enable

Save Configuration

Home > App registrations >

@ Claromentis Social Connect for Demo Intranet 2

Get Started

Client Secret: Under Certificate and Secrets get the

client's secret value

Search ° @ Delete © Endpoints (5] Preview features
Nonce () on Microsct e
& Quicksurt
# Integration assistant ~ Essentials
X Diagnose and salve problems Display name Clent credentials
Claromentis Social Conneet for Demo Inranet Ocertifcate 1 secret
 Manage
Applcation (cent Redirect URIs
= Branding & properties: Lueb. 0 502, 0 public client
D Authentication ObjectiD Applcation ID URI
- ——— Add an Application 1D UR!
Directory (tenart) 1D Managed applicstion n loca diractory
. ) " for Demo Inranet
e ok Claroments Social Connect for Demo Intrane:
Supported account types
- APl permissions Al Microzoft sccount users
@ Expose an AP
= @ staring June 30th nger sdd Library (ADAL) and Azure
T App roles feature
it L
2 Owners
& Roles and administrators
o o longer be
W Manifest publshers. Add MPH ID to ver cublisher
> Support + Troubleshooting
Documentation

Build your application with the Microsoft identity platform

Tha Mirrncnft ikantins miatinrm ic an axthantiestinn carvira ansn <ires linrarise andt

Admin
B Social Connect

‘Social networks integration to let users log in with their social accounts

‘Social Connect adds social

the login page thier social t

(D The following configuration requires API (Application Programming Interface) with the following social
network providers.

G Google [ Enable

© Facebook [ Enable

I8 Windows Live ¥ Enable

@ Getting Started with Windows Live

Client ID

w -
Client Secret E /
W Twitter " Enable

Save Configuration

Home > App registrations > Claromentis Social Connect for Demo Intranet

Claromentis Social Connect for Demo Intranet | Certificates & secrets =

Search £ Got feedback?

B Overview
& Quickstart Credentas themselves to
I TIPS scheme). For a higher we recommend of a client secret) as a credentil
o integration asistant
K Diagnose and solve problems
tsbs below.
~ Manage °
B Branding & propertes
Certificates (0)  Client sacrets (1) Federated credentials (0)
D Authenteation e
Asecret string that the ken Also

11! Token configuration 4 New client secret
g

Description Expires
& Expose an APl

App roles

4. Roles and administrators
I Manifest

> Support + Troubleshooting

L LS—_5

SecretID

Don't forget to click Save Configuration button at the bottom.

Troubleshoot

1. Unauthorized Client error message




B8 Microsoft | Account

We're unable to complete your request

unauthorized_client: The client does not exist or is not enabled for consumers. If you are the application developer, configure a new application through the App
Registrations in the Azure Portal at https://go.microsoft.com/fwlink/?linkid =2083908.

e Make sure you have configured the Social Connect correctly on Azure Portal and have Microsoft Graph (User.Read) API permission enabled.

e Make sure you have selected the appropriate Supported account type
[}

Home > App registrations > Claromentis Social Connect for Demo Intranet

- Claromentis Social Connect for Demo Intranet | API permissions  # - x

B overview

& Quickstart -
A\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users

& Integration assistant have already granted on their own behalf arerit affected. Lear more

X Diagnose and solve problems

v Manage @ The “Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission,
user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

== Branding & properties

D Authentication Configured permissions
Certificates & secrets Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of

" configured permissions should include all the permissions the application needs. Learn more about permissions and consent
11! Token configuration

-9 API permissions + Add apermission /" Grant admin consent for Claromentis Ltd

@ Expose an API APL/ Permissions name  Type Description Admin consent requi... Status

B Approles v Microsoft Graph (1) -
& Owners UserRead Delegated  Sign in and read user profile No -

. Roles and

Manifest To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications

> Support + Troubleshooting

2. Client error: 400 Bad request

[Guzzle][TransferException]Client error: "POST
https:fflogin.live.comjoauth20_token.srf” resulted in a *400 Bad ‘

Request’ response: {"error":"invalid_client","error_description":"The
provided value for the 'client_secret' parameter is not valid.","corr
(truncated...)

Username
.
-
Password

y ®

This is likely caused by an invalid Client ID and or Client Secret or expired Client Secret in the Azure Portal.
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