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Allowing Microsoft OneDrive Links in Documents

If you can't see the option to add OneDrive in Documents, please check Admin > Documents and make sure 
ERMS_CONFIG_ONEDRIVE_LINKS  is set to ON.

(If it is not on, please raise a support ticket for our team to assist you)

 
Step 1: Log in to the Microsoft Azure Portal
 

https://portal.azure.com

Log in to the Microsoft Azure Portal with your Microsoft ID or register if you don't have one.

You need to register a new application by searching for App Registration:

This guide shows the steps required to set up an integration with Microsoft OneDrive, allowing files stored in OneDrive to be linked within theIntranet.

⚠️ This feature is available from Claromentis 8.5+, your site must be using 'https://' and be publicly accessible (no VPN or RDP
required) for the API to work.

https://discover.claromentis.com/knowledgebase/articles/621/allowing-microsoft-onedrive-links-in-documents
file:///var/www/claromentis/application/web/forms/tickets/add
https://portal.azure.com
https://storage.googleapis.com/claro-cdn-0-discover-prod-f205-prod/knowledgebase/images/screenshots/onedrive-appreg.png?GoogleAccessId=gce-0-discover-prod-f205%2540claro-saas-prod.iam.gserviceaccount.com&Expires=1761258783&Signature=olekuqIPnb8pVmXoKzwq5SIoWlFyYXcxKHRwGoJB%252FX4G%252BNSNZqzQK2R4oc20VygaovHh9pCX8KYTnHQBP7D1WO3Z5%252F1k%252FtJJ%252BMM47oR2avtmYS7CLaw%252BHNeSNO6ybrYBUiPC8A5%252B4xc%252BhKy18ug13YRzEYT2vaNUKP4mXdYB8jcCKl%252Bo815AJoT4u%252FD3JnlDnokmGBckA4quf7DrpuIqExLR4l0iaNbv9u3SFNr4IROQVswiEE88pP2k%252Bi8lj91Jozpmq%252BMv3CbgkQQRjkEMn4JRMONk4ISfW1vsnIDucIZygYVTdSda9VyrLNCuRc3%252F01udXqDuYoFVZl9QDbN0WA%253D%253D


 

 

 - Name your system name for example, "My Intranet OneDrive Picker"

 - Supported account types: Choose between Organisation only and or allowing a personal Microsoft account too

 - Redirect URI: set to Web  https://{yourcompany.myintranet.com}/intranet/documents/onedrive_callback.php

 - Click: Register

 

Step 2: Set up API permission
 
Click on 'View API permissions':

 

Add API permission for the following:

Microsoft Graph > Delegated Permission

Files.Read

https://storage.googleapis.com/claro-cdn-0-discover-prod-f205-prod/knowledgebase/images/screenshots/onedrive-registernewapp.png?GoogleAccessId=gce-0-discover-prod-f205%2540claro-saas-prod.iam.gserviceaccount.com&Expires=1761258783&Signature=F2k3O21oocb%252B5e40juV0HF%252FfxXUX%252B8DFefTg2PnLZsm2VEcx2RvJYq5EcP7Q4wM3zVvZunNmjAsgKQk7A7Wng%252FMxqonC00ASrZasqM%252Br8vNf6Nz5N7Fn677xh64y33qzJpiY5aOKzi0gxqCFvnr6qlEq0cFBQbyRIdSNm2j%252B3qBh2xJ1OiMfU%252FZ%252F%252BErfeNi%252B3AFlfeAKV2NY3b4ffdire5B%252FFyKlm5xg%252FXt10IUj9FpIYTnc45bIH1pXxU6ow3ybBvKFm2Skt8UJVR0lp%252FIXhSXYHaR7a3Hq4fWxrEMN343zmS5GHiB%252FI3%252FapUOubzHwxN1XErEO8YxWuax53UXIvA%253D%253D
https://storage.googleapis.com/claro-cdn-0-discover-prod-f205-prod/knowledgebase/images/screenshots/onedrive-apiperms.png?GoogleAccessId=gce-0-discover-prod-f205%2540claro-saas-prod.iam.gserviceaccount.com&Expires=1761258783&Signature=iio1OHrj73ZfPbju1dGSqAW%252FgWRA5uNILe%252FtF1mtO1Qc4ZvbVawtAzq2nAO5xpTkHpoqOvg7cOnvnGzSchH0a7d2ljMw1Ek%252BTTG4W7UexT%252F2ts0Zm7Xzg%252FIz760YaI9szUn3I3MWLaRcBpVhJZM99BnQEDNu77OIcB5UYA%252By8Vqi6o57GLof%252BSju49O9k%252BhJYevH%252FOx3N2wU9B3P7Yi8SlaR%252BSy1lw2mjSwkLLzeKq1KmCWOLiC8%252FiJnEODoAsijpSWCr%252FeJ%252BZBRbsajQ0KxQih7B%252B%252Fn1t3LE%252FfnwVA0xfuPhGsryXAH%252BsZ9v%252FGg%252BOiFfCZW74pVQFlFmDHuMd9wXA%253D%253D


Files.Read.All

Files.Read.Selected

User.Read

 
Step 3: Set up Authentication - Implicit Grant

The redirect URL was configured in Step 1, so now under Advanced Settings, make sure Implicit Grant Flow authorisation via Access
tokens and ID tokens have their boxes checked:

 

Step 4: Branding (optional)
 

https://storage.googleapis.com/claro-cdn-0-discover-prod-f205-prod/knowledgebase/images/screenshots/onedrive-implicitgrant.png?GoogleAccessId=gce-0-discover-prod-f205%2540claro-saas-prod.iam.gserviceaccount.com&Expires=1761258783&Signature=fwGy9dLKKgV5l4LVy76eZN%252FWa3MIwNn4CwkDjF6llhNwtyf5X7%252FbfpdQJTvfqiPSwb%252F0AT30L5FYXC3JxlKlyQ%252BqkWt2RkE0it4a1TbqV8tGJ0tSr1tysANCc5N2Zo27A0kCYyvu6uLyAhzuSqrnwWcr6pQIjlB8xNSujaVxipqhu2NeAvx3URvaIjnZXIpQhebBC1G59rV8QbfeUduxCBY9YzXiiNZhc6IA09QiQG4akADbTNOZdezuAktp5WPUgsZ7YDLuG106fSDEtZeJrghTiU0m2yJnsHp8pJ8FtzgBgN%252FFacccZhij0YUgo4wR8FQIWxTn8ICKB4We3iBTBQ%253D%253D


 
Step 5: Copy Application (Client) ID
 
Before you leave the portal and start using the details given to set up the OneDrive API in Claromentis, make sure you copy the
Application (client) ID - (field shown below that is obscured)

 

 
Step 6: Set up API Integration in Claromentis

 - In Claromentis, navigate to Admin > System > API keys

 - Click Add New Integration



 

Enter the below for each field:
 

API Name: onedrive_picker

API Description: OneDrive Document Picker

Entry Key: client_id

Entry Value: {paste value of Application (client) ID here that you copied}

 

Step 7: Testing & Verification
 
Head to the front end of Documents (Applications > Documents)

Use the option under the 3 dot menu to add a OneDrive link:

 

On the next screen, click to 'Browse OneDrive Documents' and you will be prompted to authorise your access.

 

Once added, the link to the file will appear in your chosen Intranet folder location.

 

Document Preview
 
The majority of files from OneDrive can't be previewed directly in the Documents application; instead, a message will appear, and the
user can click "View Documents" to access the document.



 

The file types that OneDrive allows to be embedded and therefore will have a preview in the Intranet:

doc, docx Microsoft Word Documents

xls, xlsx Microsoft Excel File

odt, ods Open Document Text File and Open Document Spreadsheet

Unfortunately, OneDrive PDF files do not allow themselves to be embedded, so no Intranet preview can be created for these.

Whether a preview appears is not something that can currently be changed, as the document URL provided by OneDrive does not allow
its content to be embedded and create the preview.

Consider uploading files into the Claromentis documents application to use its preview instead of linking to OneDrive if a preview for them
is more critical than where they are stored.

Log in prompt

 

Further information
Can't display SharePoint pages in iframe
Cross-domain iframe requests are blocked in SharePoint Online
Embedding Files from OneDrive online 
 

As the link is just that and not the actual file, users will be prompted to log into Microsoft when following a OneDrive link in the Intranet (by clicking'view document' in the Intranet)The permissions set in OneDrive will then allow or restrict the user from viewing/downloading the file once they log in.

file:///var/www/claromentis/application/web/knowledgebase/articles/504
https://knowledgebase/articles/881
https://learn.microsoft.com/en-us/sharepoint/troubleshoot/sites/cannot-display-sharepoint-pages-in-iframe
https://learn.microsoft.com/en-us/sharepoint/troubleshoot/security/cross-domain-iframe-requests-are-blocked?source=recommendations
https://blogs.tees.ac.uk/lteonline/2019/04/25/embedding-from-onedrive/
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