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OneDrive

Allowing Microsoft OneDrive Links in Documents

Overview

This guide shows you step by step guide to set up a new integration project with Microsoft OneDrive allowing files stored in OneDrive to be
linked to within the Intranet.

A This feature is available from Claromentis 8.5+, your site must be using 'https://' and be publicly accessible (no VPN or RDP
required) for the API to work.

How to

Step 1: Log in to Microsoft Azure Portal

https://portal.azure.com

Login to Microsoft Azure Portal with your Microsoft ID or register if you don't have one.

You need to register a new application by searching for App Registration

e A £ appregiq - s 7 michael.christian@claro... &
«
Services All 27 results Marketplace
Create a resource
+ (E’ App registrations ) No results were found
e & AppDynamics Documentation
L= et £ App Configuration Caching guidance - Best practices for cloud applications ...
*= All services 'é? App Services Quickstart to learn how to Use Azure Cache for Redis with ...
FAVORITES <> Function App Troubleshoot common two-factor verification problems
All resources 0 Application Gateways What is Azure Cache for Redis? | Microsoft Docs
) Resource groups @ Application Insights Resourer Groups

- ‘ lient apps No results were found
(& App services .
! Enterprise applications
<> Functi
unction/App: ] Logic Apps
B SQL databases
Resources
& Azure Cosmos DB No results were found

3 virual machines

g Analyze and optimize
your cloud spend for
free

4p Load balancers
[== storage accounts
¥ Virtual networks

&P Amura Artivia Nirartan:


https://discover.claromentis.com/knowledgebase/articles/621
https://portal.azure.com
file:///Claromentis/application/web/appdata/knowledgebase/images/screenshots/onedrive-appreg.png
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Home > App registrations > Register an application
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We'll return the authentication respense to this URI after successfully authenticating the user. Providing this now is optional and it can be

b Azure Active Directory . s er s /
changed later, but a value is required for most authentication scenarios.
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2 Help + support

- Name your system name for example "My Intranet OneDrive Picker”

- Supported account types: Choose between Organisation only and or allowing a personal Microsoft account too

- Redirect URI: set to Web https://{yourcompany.myintranet.com}/intranet/documents/onedrive_callback.php

- Click: Register

Step 2: Set up API permission
Click on 'View API permissions'”:

Horne > App registrations > Discover OneDrive Picker
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| « D Delete
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Add API permission for the following:
Microsoft Graph > Delegated Permission

e Files.Read

e Files.Read.All

e Files.Read.Selected
e User.Read


file:///Claromentis/application/web/appdata/knowledgebase/images/screenshots/onedrive-registernewapp.png
file:///Claromentis/application/web/appdata/knowledgebase/images/screenshots/onedrive-apiperms.png

API permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as
part of the consent process. The list of configured permissions should include all the
permissions the application needs.

|| + Add a permission ”

AP1{ PERMISSIONS NAME TYPE DESCRIPTION ADMIN CONSENT ..
* Microsoft Graph (4)
Files.Read Delegated  Read user files =
Files.Read All Delegated  Read all files that user can a... -
Files.Read.Selected  Delegated  Read files that the user sele... -
User Read Delegated  Sign in and read user profile -
These are the permissions that this application requests statically. You may also request user

consent-able permissions dynamically through code. See best practices for requesting
permissions

Step 3: Setup Authentication - Implicit Grant

The redirect URL was configured in Step 1, so now under Advanced Settings make sure Implicit Grant Flow authorisation via Access tokens
and ID tokens have their boxes checked:

Home > Discover OneDrive Picker - Authentication
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( 2 Authentication ) Allows an application to request a token directly from the authorization endpoint.
Recommended only if the application has a single page architecture (SPA), has no backend
Certificates & secrets components, or invokes a Web API via JavaScript. Learn more about the implicit grant flow
- API permissions To enable the implicit grant flow, select the tokens you would like to be issued by the

authorization endpoint:
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Step 4: Branding (optional)
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Step 5: Copy Application (Client) ID
Before you leave the portal and start using the details given to set up the OneDrive APl in Claromentis make sure you copy the Application
(client) ID - (field shown below that is obscured)
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Step 6: Set up API Integration in Claromentis

Edit Integration

API Name and Description are required. You will also need to add at least one entry. This page
cannot validate the keys you enter so test your integration in the front-end to ensure that the
keys you've entered are valid and working correctly.

APl Name* ? onedrive_picker
API Description* ? OneDrive Document Pi
API Help * OneDrive Document Pi
Entries
Entry Key client_id Entry Value 6da8..08ff (K]

Save Changes

- In Claromentis navigate to Admin > System > API keys

- Click Add New Integration



Enter the below for each field offered
APl Name: onedrive_picker

API Description: OneDrive Document Picker
Entry Key: client_id

Entry Value: {paste value of Application (client) ID here that you copied}

Step 7: Testing & Verification

Head to Documents application

Click to add a document using the OneDrive option

Documents / » Document Library @ B *x 0 » Q %
¥ | Fitterthe current older x u [ more~ =m
O A Parentfolder Q Add digital marker
(u] o (m] a (w]
B3 Add Microsoft OneDrive link
. . . . .
— —
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(m] o [m]
. Sy ~jger
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Large, Traditional

On the next screen click to '‘Browse OneDrive Documents' and you will be prompted to authorise your access.

EDEV Claromentis

Home  Company¥  Dashboard ¥  Departments¥  Sales&Mkt ¥  CIMS  Forms  Sandbox  Culture ¥

Documents | Testing Folder / Add new Microsoft OneDrive document B x @ Q %

OneDrive Document URL * 310 neDrive Documents

Title clecomentisitd-my.sharepoint.com
If you do not s [} Newfolder T Upload =
Tags @ @ oneprive - Claroment
B claromentsitd@ciaro.. " -
popular tags: Files
Files
Name Modifed Modified
Notebooks February 1
Inherited from| Shared libraries
Du Shared folder test September 9
| [ clromentis
Description
@)  Documentdocx September 9 Will Emmerson
Q. switch account
@) Documentldocx September 10 Will Emmerson
7 Inherit @) Presentation.pptx February 1 win

Al registered
Owner

Document Preview

The majority of files from OneDrive can't be previewed directly in the Documents application, instead, a message will appear and the user
can click "View Documents"” to access the document.



5  Documents > Discussions > Marketing strategy 6]

< Marketing strategy 7¢

3 Full screen

Internal preview for this document is not available. R

Document preview is not available for this file, please click the button below to view the document.
Last modified

View Document Claromentis Administrator

on 13-09-2024 11:48
Owner

Claromentis Administrator
Created on 13-09-2024 11:48

Viewed by

Verify this document

As the link is just that and not the actual file, users will be prompted to log into Microsoft when following a OneDrive link in the Intranet (by
clicking 'view document' in the Intranet) The permissions set in OneDrive will then allow or restrict the user from viewing/downloading the
file once they log in.

2% Microsoft
Signin
Email, phone, or Skype

No acoount? Greate one!

@ Sign-in options

Torms of use  Privacy & cookies -+

Whether a preview appears is not something that can currently be changed as the document URL provided by OneDrive does not allow its
content to be embedded and create the preview.

Consider uploading files into the Claromentis documents application to use its preview instead of linking to OneDrive if a preview for them
is more critical than where they are stored.

The file types that OneDrive does allow to be embedded and therefore allow the preview to appear in the Intranet:

doc, docx Microsoft Word Documents
xls, xIsx Microsoft Excel File
odt, ods Open Document Text File and Open Document Spreadsheet

Unfortunately, OneDrive PDF files do not allow themselves to be embedded so no Intranet preview can be created for these.

Further info

e Can't display SharePoint pages in iFrame
e Cross-domain iframe requests are blocked in SharePoint Online
o Embedding Files from OneDrie online

Troubleshooting:

If you can't see the option to add OneDrive, please check Admin > Documents and make sure ERMS_CONFIG_ONEDRIVE_LINKS is set to
ON, Please contact our support team if you need further assistance.
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https://learn.microsoft.com/en-us/sharepoint/troubleshoot/security/cross-domain-iframe-requests-are-blocked?source=recommendations
https://blogs.tees.ac.uk/lteonline/2019/04/25/embedding-from-onedrive/

m Use Google drive links (ERMS _CONFIG_GDOC_LINKS)

@se Microsoft OneDrive links (ERMS_CONFIG_ONEDRIVE_LINKS)

To make these changes, navigate to Admin > System > Configuration and search for cfg_docs_features

Last modified on 25 September 2024 by Hannah Door

Created on 26 September 2019 by Michael Christian
Tags: api, api keys, integration, onedrive, one drive, one, drive
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