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Time out and and redirect users to log-out

Background

In order to enhance security of the site, you may want to automatically log-out your users after x minutes of inactivity on the site. This can be achieved
by adding redirect code in.

If a user is logged in in multiple tabs, this script will keep all tabs logged in until no movement is detected in for 10 minutes in any of them, at which point
they will all logout.

How to

Paste the following code in:


https://discover.claromentis.com/knowledgebase/articles/311/time-out-and-and-redirect-users-to-log-out

<script>
(function(){
if (typeof(Storage) !== "undefined") {

// Browser supports local storage

// Change this variable to modify the inactive time before logout
var minutesInactiveToLogout = 10;

var secondsCheckLogoutFrequency = 30;

var doReset = false;

$(document).on('ready mousemove keypress', function(){ doReset = true;});

//Check if we should log out every x frequency
setInterval(function(){checkForLogoutCondition();}, secondsCheckLogoutFrequency * 1000);

function checkForLogoutCondition(){
if (doReset) {
resetTimer();
doReset = false;
return;
3
var lastActiveTime = readLocalStorage('logOutTimer');
if(lastActiveTime){
currentDate = new Date();
currentTime = currentDate.getTime();
if((currentTime - (minutesInactiveTolLogout * 60 * 1000)) >= lastActiveTime){
//Log out
logout();

function resetTimer(){
var currentDate = new Date();
var currentTime = currentDate.getTime();
//0verwrite the localstorage
createLocalStorage( ' logOutTimer', currentTime);

function logOut(){
var currentLocation = window.location.pathname;
location = '/logout?page='+currentLocation;

function createlLocalStorage(name,value) {
localStorage.setItem(name, value);

function readLocalStorage(name) {
return localStorage[name];

}
} else {
//No Web Storage support..
3
30));
</script>

Claromentis 8.7+

Navigate to
Admin > System > Script

Paste the code inside head tag

CODEDEV claromentis

Inside the <head> tog
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Prior Claromentis 8.7

Navigate to

Admin > Design > Advanced

and paste example code below to redirect user back to the login page after 10 minutes of inactivity.

Customise the look of your Digital Workplace

Themes
Configuration 4" Style ® Layout
Utility
Custom €SS
(Advanced)

You can reset a value to its default by setting it as empty.

£ Advanced

Use this area to add custom CSS rules to your site.

Warning: Please be cautious when using this feature as
custom CSS can break your design. Our support team will be
limited in how they can help with design related issues if you
have custom CSS.

3 Show/hide

Gustom Gode

Copy custom code (for example Google Analytics tracking code)
and paste in the text area below.

<script>
(function(){
if (typeof(Storage) I== "undefined"

11 Browser supports local storage
var minutesinactiveToLogout = 1; v
var secondsCheckLogoutFrequency = 30;

&

Exportimport

Claromentis allows you to import your custom design styles. Use
this area to copy your configurations or import a new st

B Exportimport

Last modified on 30 November 2023 by Hannah Door

Created on 11 August 2017 by Michael Christian

Tags: security, timeout, redirect



file:///var/www/claromentis/application/web/people/user/73489755
file:///var/www/claromentis/application/web/people/user/73954235
file:///var/www/claromentis/application/web/intranet/knowledgebase/search.php?tag=security&tag_search=tag_search
file:///var/www/claromentis/application/web/intranet/knowledgebase/search.php?tag=timeout&tag_search=tag_search
file:///var/www/claromentis/application/web/intranet/knowledgebase/search.php?tag=redirect&tag_search=tag_search

	Time out and and redirect users to log-out
	Background
	How to
	Claromentis 8.7+
	Prior Claromentis 8.7


